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WEB
EXPLOITATION
Get started with Web Exploitation!

WHAT IS WEB
EXPLOITATION
Web exploitation is a common way of attacking
websites. Due to its easy availability and
programmability, FOSS infrastructure is also
susceptible to such attacks — and hence, network
administrators must understand techniques to protect
their infrastructure from information loss or theft.

Broken Auth
What is Broken Authentication?
Examples of Broken authentication
how to prevent against Broken Auth?

Cross site Scripting (XSS)

TODAY'S
AGENDA

What is XSS?
Types of XSS
Demo on XSS
How to defend against XSS?

SQL Injection
What is SQL Injection?
Types of Injections
Demo
How to defend against Injection?

Hack The Box
Introduction to HTB
Introduction to HTBAcademy

BROKEN
AUTHENTICATION

WHAT IS BROKEN
AUTHENTICATION?
Authentication is “broken” when attackers are able to compromise passwords, keys
or session tokens, user account information, and other details to assume user
identities. Due to poor design and implementation of identity and access controls,
the prevalence of broken authentication is widespread.
If a hacker successfully logs with stolen credentials, they can misuse your
privileges and impact your company's sustainability. Authentication protects a
consumer's identity by allowing only a verified user to enter into the system. But
there are numerous ways through which a hacker can impersonate consumers
and enter inside the system.

TYPES OF BROKEN AUTH:
Credential stuffing

Application session
timeouts aren't set properly.

Passwords are not properly
hashed and salted

The use of lists of known
passwords, is a common attack.
If an application does not
implement automated threat or
credential stuffing protections,
the application can be used as a
password oracle to determine if
the credentials are valid.

A user uses a public computer to
access an application. Instead of
selecting “logout” the user simply
closes the browser tab and walks
away. An attacker uses the same
browser an hour later, and the user is
still authenticated.

An insider or external attacker
gains access to the system’s
password database. User
passwords are not properly
hashed and salted, exposing
every user’s password.

How to Prevent Broken Authentication
Implement multi-factor authentication (MFA) to verify the consumer's identity.
Examples include One-Time Password (OTP) messaged or emailed to the
user. This step will prevent brute force attacks, credential stuffing, and stolen
credential reuse attacks.
Use weak-password checks by forcing users to include a mix of small letters,
capital letters, alphanumeric symbols, and special characters while creating
passwords.
Place a limit on failed login attempts to 3 or a maximum of 5. Alert the system
admin if you detect an attack — brute force, credential stuffing, or any other
attack.
Generating new random session IDs with high entropy after login protects
against hackers. Remember, those session IDs should not be present in the
URL and invalidated after logout.

CROSS SITE SCRIPTING

WHAT IS XSS
Cross-Site Scripting (XSS) attacks are injection attacks in which malicious
scripts are inserted into somewhat trustworthy and innocent websites.

The malicious script can access any cookies, session tokens, or other
sensitive information stored by the browser and used with that site since it
believes the script came from a trusted source.

TYPES OF XSS:
Stored XSS and Reflected XSS were discovered as the two main kinds of XSS early on.
In 2005, Amit Klein invented the term "DOM Based XSS" to describe a third type of XSS.
The following are the three types of XSS:
1

2
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Stored XSS

Reflected XSS

DOM Based XSS

When user input is stored on the
target server, such as in a
database, a message forum, a
visitor log, or a comment field,
stored XSS happens.

Reflected XSS occurs when user
input is immediately returned by
a web application in an error
message, search result, or any
other response.

DOM Based XSS is a type of XSS
in which the entire tainted data
flow from source to sink takes
place in the browser

TYPES OF XSS (ANOTHER ONE)
For years, most people thought of these (Stored, Reflected, DOM) as three different types
of XSS, but in reality, they overlap

Server Side

Client Side

Server XSS occurs when untrusted
user supplied data is included in an
HTML response generated by the
server.

Client XSS means that the data
comes from JavaScript which has
manipulated the page.

XSS DEFENSES
The following rules are intended to prevent all XSS in your application.

Never insert untrusted data except in allowed
locations
JavaScript encode before inserting untrusted data
into JavaScript data values
URL encode before inserting untrusted data into
HTML URL parameter values
Sanitize HTML Markup
Avoid JavaScript URLs
Use an Auto-Escaping template system

Consequences of an XSS attack
The consequence of an XSS attack is the same regardless of whether it is stored or reflected
(or DOM Based). The difference is in how the payload arrives at the server.

Cookies

Installation

Redirects

Press release

Disclosure of the
user’s session
cookie, allowing
an attacker to
hijack the user’s
session and take
over the account

Installation of
Trojan horse
programs

Redirecting the
user to some
other page or site

Modify a press
release or news
item could affect a
company’s stock
price or lessen
consumer
confidence

Pharmaceutical
The
pharmaceutical site
could allow an
attacker to modify
dosage information
resulting in an
overdose.

SQL INJECTION

What is SQL?
SQL (Structured Query Language) is a feature-rich language used for querying
databases, these SQL queries are better referred to as statements.
SELECT
The first query type we'll learn is the SELECT query used to retrieve data from
the database.
select * from users;

TYPES OF QUERIES
select * from users;
select username,password from users;
select * from users where username='admin';
This will only return the rows where the username is equal to admin.
select * from users where username != 'admin';
This will only return the rows where the username is NOT equal to admin.
select * from users where username='admin' or username='jon';
This will only return the rows where the username is either equal to admin or jon.
select * from users where username='admin' and password='p4ssword';
This will only return the rows where the username is equal to admin, and the password is equal to
p4ssword.
select * from users where username like 'a%';
This returns any rows with username beginning with the letter a.
select * from users where username like '%n';
This returns any rows with username ending with the letter n.
SELECT name,address,city,postcode from customers UNION SELECT company,address,city,postcode
from suppliers;

WHAT IS SQL INJECTION?
SQL injection is malicious SQL queries by exploiting application
vulnerabilities. Additionally, SQL injection is a code injection
technique that can be getting important information from your
database. SQLi can go as far as destroying your database.

TYPES OF SQL INJECTION:
SQL injections typically fall under three categories: In-band SQLi (Classic),
Inferential SQLi (Blind) and Out-of-band SQLi.

In-band SQLi
The attacker uses the same channel of communication to launch their
attacks and to gather their results.
In-band SQLi’s simplicity and efficiency make it one of the most
common types of SQLi attacks. There are two sub-variations of this
method:
Error-based SQLi—the attacker performs actions that cause the database
to produce error messages. The attacker can potentially use the data
provided by these error messages to gather information about the structure
of the database.
Union-based SQLi—It is a type of injection that combines the results of two
or more SELECT statements into a single result using the UNION operator to
get more information from the database.

INFERENTIAL (BLIND) SQLI
The attacker sends data payloads to the server and observes the
response and behavior of the server to learn more about its structure. This
method is called blind SQLi because the data is not transferred from the
website database to the attacker, thus the attacker cannot see
information about the attack in-band.
Boolean—that attacker sends a SQL query to the database prompting the
application to return a result. The result will vary depending on whether
the query is true or false.
Time-based—attacker sends a SQL query to the database, which makes
the database wait (for a period in seconds) before it can react.

OUT-OF-BAND SQLI
The attacker can only carry out this form of attack when certain features
are enabled on the database server used by the web application. This
form of attack is primarily used as an alternative to the in-band and
inferential SQLi techniques.
Out-of-band SQLi is performed when the attacker can’t use the same channel
to launch the attack and gather information, or when a server is too slow or
unstable for these actions to be performed. These techniques count on the
capacity of the server to create DNS or HTTP requests to transfer data to an
attacker.

Use Cases and Impact
A SQL injection can have a tremendous impact, especially if privileges are on the backend server and database.
First, we may retrieve secret/sensitive information that should not be visible to us, like
user logins and passwords or credit card information, which can then be used for other
malicious purposes.
SQL injections cause many passwords and data against websites, which are then reused to steal user accounts, access other services, or perform other malicious actions.
Another use case of SQL injection is to subvert the intended web application logic. The
most common example of this is bypassing login without passing a valid pair of
username and password credentials. eg. ' OR 1=1 --;
Another example is accessing features that are locked to specific users, like admin
panels. Attackers may also be able to read and write files directly on the back-end
server.
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